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KopoTkumn paboumin yek-nuct anga CISO n apxutektopoB Ub: uto
nposepuTb B LLM-cucteme nepep 3anyckom B 3aKpbITOM KOHTYpe —
oT prompt injection n npaB Ha RAG-MHOEKC A0 KOHTPOSIS

Hag areHTamMmu n aygura.

prompt injection RAG security areHThbl Knn

[MpunoxkeHue k ctatbe «3awmTta LLM oT atak: prompt injection, jailbreak n yTeuyku gaHHbIX B 3aKPbITOM KOHTYype». -
azoneai.ru - utoHb 2026



10 npoBepok 6e3onacHocTu LLM-cucrtemnl 02 /03

[MponguTe No NyHKTaM nepep, 3anyckom. Ecnu no nto6omMy OTBET «HE YBEPEHbI» — 3TO MECTO
ONns ayouta. Yek-nMCT He 3aMeHsieT MoZerlb Yrpo3, HO MOKa3bliBaeT, rAe OHa Hy>KHee BCero.

1 JaHHble

Bce pgaHHble, gocTynHble Mogenu u RAG, knaccuduumpoBaHbl MO YPOBHIO
KOHGUOEHUNANbHOCTU; M3BECTHO, YTO M OTKYyZa Nnonasno B UHAEKC.

2 AocTtynbl

LencTByeT eguHan ponesas mogenb (RBAC/ABAC), npumeHsemMasn o retrieval; mogens Bngnt
TONbKO TO, K YEMY €CTb NpaBa Y KOHKPETHOro Mo/ib30BaTeNs.

5 RAG

KOHTypr pa3H017| YyBCTBUTEJIbHOCTU N30JIMPOBaHbI; NpaBa Ha MHAOEKC OMNCaHbI; 3arpys3ka
OOKYMEHTOB NMPoXoguT KOHTPOJIb UICTOYHUKA.

a Prompt injection

EcTb caHuTM3aLmMa BBOAa, policy layer M KOHTEKCTHbIE FpaHuLbl; BHELLIHWUIA KOHTEHT NoaaéTcs
MOAENN KaK He0BEPEHHbIN.

5 Tool use

NHCTpyMeHTbI orpaHunyeHbl allowlist; BCE NuLLHee 3anpeLLeHo NMo YMo4YaHuto; Bbi30BbI
N30NMPOBaHbI.

6 AreHTbl

YyBCTBUTENbHbIE N HEOOPATUMble ENCTBUSA NPOXOAAT Yepes approval workflow; areHT
JenCcTByeT B MpaBax NnoJfib30BaTess, a He Mo o6Len YUYETKON.

7 JlornposaHue

3aI'IpOCbI, OTBETbl N Bbl30Bbl MHCTPYMEHTOB XYPHAJIMPYHOTCA; 1O CaMun 3allULLEeHbl KakK
YyBCTBUTENIbHbIE AaHHbIE.

8 Eval

MoBeneHWe CUCTEMbI PErYNSPHO NPOBEPSETCA Ha HaBope TECTOB, BKIHOYAKOLLMX MOMbLITKK
MHBEKLMM N 06X0[a OrpPaHNYEHUN.

9 NHunpeHTbl

EcTb npoLeaypa pearMpoBaHus: kak o6Hapy>X1MBaeTCsl, KTO pearnpyert, Kak oTKaTbiBaeTcs
[OeWCcTBUe areHTa.

10 OKcnayaTtauus



Kak yntaTb 9TOT YEK-JIUCT 03 /03

Tpu npuHUKMNa, Ha KOTOPbIX OepXXaTcs BCe AeCATb NYHKTOB. ECNn gepykaTb UX B rOf10Be, YEK-INUCT
nepecTaét 6blTb GOPMasnibHOCTbHO.

1. FpaHuLa «gaHHble [ MTHCTPYKLUMU» pa3MbiTa

Mogenb He oTiM4yaeT onncaHme Gakra OoT KOMaHAbl. BpeooHOCHast MHCTPYKLMS MOXET MPUATN BHYTPU
OOKYMEHTa, MMCbMa Wiy OTBETa BHELUHEro CeEpBUCA — TO €CTb YXXe 3a CEeTeBbIM NepumeTpom. NoaTomy
nyHKTbl 3-5 (RAG, prompt injection, tool use) BaxxHee, YeM KaXKeTcs Ha CXeme.

2. 3awuTa paccunTtbiBaeTcs Ha c6om punbTpa

HagéxxHoro «nonHoro» MeTtofa npegoTepalleHns prompt injection He cylecTtByeT. lNpoekTupynTte Tak,
6yOTO YacTb MHBEKLMA NMPONAET: MaBHbIN BONMPOC — He «KaK He MPOMNyCTUTbY, @ K4TO MaKCUMyM CAenaeT
MOAENb, ECNTM UHbEKLMSA cpaboTana». OTBET 3afatoT NyHKThI 2, 5, 6 (npaBa, allowlist, areHThbI).

3. CuCTeMHbIA NPOMNT — He CPeACTBO 3aLlMUTbI

OH CTOXaCTUYECKUM U HE MOXKET BbITb ayaUPYEMOW FpaHuLen 6€30MacHOCTU. BaXkHble orpaHnyeHmns
BbIHOCSATCA 3a Npegesnbl Mogenn — B LETEPMUHUPOBAHHYO MPoBepsieMyto cpedy: npasa goctyna, allowlist,
noATBepP>XXAEHNEe YesloBEKOM. OTO NYHKTbI 2, 6, 9.

Hy>XHO NpoBepUTb KOHKPETHYIO cUcTeMy?

AZONE Al nposogut Nb-ayant U-cuctem: ctpoum mogens yrpos ansa LLM-yacTtu, npoBepsiem crnoun
3awWmTbl oT RAG-KOHTYpa 40 NpaB areHToB U faéM NPUoPUTU3INPOBAHHbBIN M1aH No crabbiM MecTam —
nop, 3aKpbITbIN KOHTYpP 1 Tpe6oBaHua KU,

3anpocutb NIb-ayaut UN-cuctemsl
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