AZONE Al

TEXHUYECKUN OOKYMEHT - OTPAC/IEBbIE CLULEHAPUU

10 Touek npumeHeHus
B MPOMbILUIEHHOM XOJIAUHIe
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MpakTuyeckas KapTa BHeAPEHUS OJ1s1 KPYMHOro NpoM3BOACTBa: rae
MCKYCCTBEHHbIV MHTENNEKT AAET U3MEPUMBbIN 3PPEKT, C KAKON TOUKM
HauYMHaTb U KaK YNOXUTb NPOrpaMMy B OAMH rod, — C YeCTHbIMU
OrpaHMYEeHUSMM KaXKaoro cLeHapums.

On-premise N 3aKpbITbIN KOHTYP KA BuaeoaHanutuka

[MpeanKTnBHOE OB6CY>XUBaHME RAG WB-aHanutnka
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3auyem 3Ta KapTa

B xonanHre N peako okynaetcs ogHOM 601blon cucteMon. OH OKynaeTcst HaGopOoM TOUYEYHbIX
BHEAPEHUN, ¥ KaXX[0oro U3 KOTOpbIX CBOM BnageneL, CBOU JaHHbIe U CBOW CPOK OTAaun. Huxe — gecatb
HanpaBneHU, N0 KOTOPbIM UCKYCCTBEHHbIN UHTENNEKT peasibHO paboTaeT Ha KPYMHOM NPOU3BOACTBE,
M NIOr1Ka, No KOTOPOW X CTOUT 3arnyckKaTb: C O4HOWN NioLwankn uin ¢ ogHoON GyHKLUK cpasdy no Bcemy
XONONHTY.

06 opueHTUpax apPpeKTa n oOKynaemMmocTu. Bce oLeHKM CNOXHOCTU U OKYMaeMOCTU B 3TOM JOKYMEHTe — rmnoTesbl
ONA NWI0Ta, @ He rapaHTUPOBaHHbIe pe3ynbTaTbl U He OTpacneBble HOPMbl. KOHKPETHbIE MoKa3aTenu 3aBUCAT OT
KayecTBa [laHHbIX, MPOLECCOB N ANCLMIIINHBI 3KCMyaTaLuMm, U UX HY>XKHO CYMTaTb Ha JaHHbIX Ballero npeanpuaTus.
Tpe6oBaHusa K 3awmTe 06bekToB KV onpeaenatoTcsa kaTteropmen 3HaYMMOCTU U MOLENbHO YIPOo3 — UX HE0BX0OUMO
CBepsATb C A4ENCTBYOLLEN HOPMATMBHOM 6a301 1 NpoduabHbIMK cneumanmctamm no Mb.

10 Touek NpUMeHeHUs

01 KoHTponb CA3 n TexHUKN 6e30MacHOCTU

BupeoaHanuTrka Ha NOTOKe C CYLEeCTBYHOLMX KaMep: KacKa, XXWUeT, CTPaxoBoYHasa NpuBsA3b, BXOS, B
OMacHYI0 30HY, HaxoXXaeHne nog NoAHATbIM rpy3oMm.

SPOEKT OrPAHUYEHUNA
CHMXeHMe Yncna HapyLeHWU U Harpy3ku Ha py4YHoMm Kacka pacnosHaéTtcs HaféXHO; nepyaTku U OYKN —
KOHTpoNb OTuUlb. xy>xe. TOYHOCTb NajaeT Npu 3acBeTke, TyMaHe, paboTe

CNUHON K Kamepe. OTBETCTBEHHOCTb OCTaETCA Ha
LOMKHOCTHbIX NMLax.

CnoXxHocCTb: Huskas-cpefHas OKynaemocTb: BbICTpblit: NepBble pe3ynbTaThl 3a Hegenm

02 T[lpeauKTUBHOE 06GCNYXMBaHME 060pPYyaOBaHUA

Mogenb no gaHHbiM SCADA, BU6poanarHocTuKe, TemnepaTypam U UICTOPUN PEMOHTOB OTMeYaeT y3/bl C
HelTaTHbIM NMOBEeAEHNEM — Mepexod OT PEMOHTa MO KaneH4apto K PEMOHTY MO COCTOSHMIO.

QODEKT OrPAHNYEHUA
MeHbLUe BHemnIaHoBbIX NPOCTOEB, 06OCHOBaHHbIN TpebyeT YacToro onpoca gaTyMKoB BUOpaLnmn 1
nepeHoc yacTtu TO. NCTOPUM OTKa30B. Ha cTapom akTuse 6€3 TenemMmeTpumn

He pa6oTaeT. PernameHTHble TO Ha KU coxpaHstoTcs.

CnoxHocTb: Bbicokas (3aBUCUT OT AaHHbIX) OKynaemocTb: 3aBUCUT OT CTOMMOCTM NPOCTOS y3na
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03 [lMouck B apxmuBax NPOEKTHON [OKYMEHTaLuun

RAG-cucTeMa 0TBEYAET Ha 3aMpoC MHXEHepa CChIIKON Ha KOHKPETHBLI OKYMEHT U GparMeHT: YepTexy,
nacrnopTta 060pYyA0BaHUs, aKTbl, perflaMeHTbl.

3POEKT OrPAHNYEHUS
Yacbl moncKa MHXeHepa CoKpallaoTcsa 40 MUHYT; KayecTBo oTBeTa ynupaeTcs B MOPSLOK B Kopryce:
MeHblle paboTbl MO yCTapeBLUen BEepCUMn. Bepcuu, Oy6nunkaThl, MeTafaHHble, MpaBa JocTyna.

[Mpo6nembl BCKPbIBAOTCA Ha NUIIOTE.

CnoxHocTb: CpefHas OkynaemocTb: CpegHUn ropusoHT

04 Wb-aHanutuka Ha o6bekTax KU
NW-o6Bs3ka Hag aaHHbIMK VB rpynnupyeT cBA3aHHble COObITUSA, OTCEUBAET LUYM, NOACBEYMBAET MOX0Xee
Ha MHUMOEHT U coBupaeT KOHTEKCT A1 paccnefoBaHus.

3ODEKT OrPAHUYEHUA

Pa3rpyska aHanMTMKOB NepBOW TMHUMU, MPUOPUTU3ALUNS ABTOHOMHbIX pPeLUeHU MOLENb HE MPUHUMAaET — GUHan

MHUWOEHTOB. 3a YyenosekoM. Ha KN ob6a3aTenbHO XypHannpoBaHue
JEeNCcTBUN MOJENu.

CnoxHocTb: CpegHsasa—BblcoKasi OkynaemocTb: CpeHUIN FOpU30HT

05 Compliance goroBopoB ¢ noapsayYnKkamm

LLM B 3aKpbITOM KOHTYpe CBepseT MPOEKT AOroBopa C TUNOBOW GOPMOM, HAXOAUT OTKITOHEHNS U
«OMacHble» MYHKTbl, FOTOBUT YEPHOBMK 3aMeyvaHuni.

APOEKT OrPAHUYEHUS
CHUXEeHMe topUaNYECKUX U 3aKYNMOYHbIX PUCKOB: HU MpaBoBOE 3aK/oYeHe MOLENN fOBEPSTh HeMb3sA. ATO
OOMH OOrOBOP He YXO4WUT 6e3 NepBUYHON BbIYUTKMU. NepBUYHBIA Pa3bop Y YEPHOBUK OJ1A OPUCTa, peLleHne

NPUHNUMaET 4YenoBek.

CnoxHocTb: CpefHas OkynaemocTb: CpegHUin ropusoHT
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06 RAG no koprnopaTUBHbIM perfnamMmeHTam

EonHasa cuctema oTBETOB CO CChIJIKaMM Ha UCTOYHUMK MO OXpaHe Tpyaa, 3akynkam, Ib-nonutukam,

TEXHOJIOTMYECKUM UHCTPYKUUAM U TPUKa3aM.

3ODEKT
EOQWHBIN JOCTYN K 3HAHUAM XONAMHIra BMECTo o4yepeam K
«HOCUTENAM 3HaHUAY.

CnoxHocTb: CpefHas

OrPAHUYEHNA

PernameHT, He y6paHHbIN U3 MHAEKCA NOC/ie OTMEHbI,
CTAHOBUTCSI UCTOYHMKOM OLLUMBOK. BEPCUOHHOCTb U
npaea gocTyna — ycnoBue paboTOCMOCOBHOCTH.

OkynaemocTb: CpegHUn ropusoHT

07 AHanu3 cepBUCHDIX U KIIMEHTCKUX 06paLLEeHMUM

Knaccuoukaums o6palleHnin, ToHanbHOCTb, pe3toMe 3BOHKOB M Nepennckn, NoAgcKasKu onepartopy.
0O6Bs3Ka Haf TUKeTaMu, paclumbpoBkamu 1 Bbirpyskamum CRM.

QOOEKT
CokpalleHne BpeMeHU NOCTO6paboTKK, POCT 40U
aBTOMaTUYECKOW Knaccupukaumm.

CnoxHocTb: CpefHas

OrPAHUYEHUA

KPI cHMMmatoTCcsa no yxxe paboTatolmnm foram KOHTaKT-
LeHTpa. KayecTBo 3aBUCUT OT YNCTOTbI UCXOAHBIX
AaHHbIX. CLieHapui cMeXeH ¢ 6aHKOBCKUM (CM. cTaTbto
16).

OkynaemocTb: CpegHUin ropusoHT

08 Pa36op aKcnyaTauMOHHON 4OKYMEHTaLum

Mi3BneyeHue n K)'IaCCIACI)I/IKaLI,MFI OaHHbIX U3 MacnopToB, akKTOB, MPOTOKO/IOB N 3KCMJTyaTalUMOHHbIX XXYPHanoB

B 3aKPbITOM KOHTYype.

QOOEKT
YckopeHue 06paboTKM pa3HOPOLHOMN TEXHNUYECKOWN
LOKYMEHTaUMK, eanHasa CTPYKTypa AaHHbIX.

CnoxHocTb: CpegHss

OrPAHUYEHMUA

Pe3ynbTaT pOBHO HAaCTONbKO XOPOLL, HACKOSbKO
aKKypaTHO BeNucb A0KYMeEHTbl. CKaHbl 1 cnoXHble PDF
TpebytoT oTAeNbHOM 06paboTKu.

OkynaemocTb: CpeHWI FOPU3OHT

09 MOHUTOPUHI KOHTpareHToB U pbiHKa (OSINT)

C6Op 1 CTPYKTYpPUPOBaHME MHPOPMaLMM N3 OTKPBITBIX UCTOUYHMKOB MO MOAPSAYMKaM, MOCTaBLUMKAM U
PbIHOYHOM OGCTAaHOBKE AJ1st 3aKYMOK U CTY>K6bl 6€30MacHOCTY.

3POEKT
CHWXeHVe BpeMeHM Ha NPOBEPKY KOHTPAreHToB U
NMoAroTOBKY aHalUTUYECKMX CMPaBOK.

CnoxHocTb: CpefHas

OrPAHUYEHUA

Pab6oTaeT ToNbKO C OTKPbITBIMW UCTOYHUKaMW. BbiBOAbI
TPEOYHT NPOBEPKN YENOBEKOM; MOAENb rOTOBUT
YepHOBWK, a He 3akntoyeHue (cMm. cTaTblo 12).

OkynaemocTb: CpegHUin ropusoHT
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10 AHanNu3 NHUMAEHTOB U OTYETHOCTb

ConocTaBneHue C06bITVIl7I, MOUCK MOXOXXUX Cny4yaeB B UCTOPUN, HEPHOBUK OTYE€Ta Mo TUMOBOM cbopme Ha
OCHOBE XYpHaJioB U TeNiIEMETPUN Ha MOMEHT cobbITHS.

3ODEKT OrPAHUYEHUA
CxkaTtne pyTUHHOro pasdopa MHUMAEHTa 4O NPOBEPKMU Cambln 6e3onacHbI Ans cTapTa CLeHapuin: Mogenb
roTOBOro YepHOBMKaA. HUYEM He ynpaBnsieT, TONIbKO pa3bupaeT TEKCT.

[MPUYNHBI MHUMAEHTA YCTaHaBIMBaET YeNOBEK.

CnoXxHocTb: Huskas—cpenHss OkynaemocTb: bbiCTpbIi-cpegHumn
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YTO BHeApPATb CHa4vana: no nnowaakam uiaum no q)yHKLI,MﬂM

Pa3sBunka, Ha KOTOpOVI CMNOTbIKAKOTCH NOYTU BCE XONAUHIU. TpU cTpatermm —mny Ka)k[oun CBOS LieHa.

Mo nnowagkam
OpuH 3aBof, HECKONbKO QYHKLMI Cpasy.

BuaeH KoMMneKcHbIN 3hPeKT, NOABNAETCA HarNAAHbIN NPUMeEpP A5 XONANHra.

[na nunoTa 06bI4HO GepyT camyto 3pesyto NoLanKy — a NoToM He MOryT NOBTOPUTL pe3ynbTaT TaMm, rae
HeT JaHHbIX U KOMaHabl. MNnolaaka-oTIMYyHULA AaéT 06MaHUYNBOe OLLYyLLeHUe, YTOo Aanblie 6yaeT TakK Xe.

Mo ¢pyHKUMAM
OpHa ¢yHKUMA Mo BCeM noLwagkam cpasy.

3¢¢eKT MacLUTaba, OTNa>eHHbIN npouecc TMpa>knpoBaHUA, NOHATHaA 3KOHOMMWKa.

YrnvpaeTcs B pa3HOPOOHOCTb: r4e-TO KaMepbl eCTb, rAe-To UX HYXXHO CTaBUTb, U NPOEKT pacTArMBaeTcs no
caMoOMy CrlaboMy 3BEHY.

M6pua (pekomeHpyeTca)

BbicTpas QYyHKLMS LUMPOKO + TSXKENbIN CLLEeHapUii Ha O4HOW 3penion NnoLwankKe.

XonguHr nonyvaeT 1 GbICTPbIN BUAMMbIN pe3ynibTaT, U NPOBEePEHHbIN LWa6noH 1A CIOXHOIo BHegpeHus.

TpebyeT napanienbHoro ynpasneHus ABYyMS pasHbiMU MO TEMMNY NPOeKTaMu — HO MMEHHO 3TOT NyTb Yalle
BCero paboTaer.

AZONE Al - 10 Touyek npumeHeHns N B NpOMbILLNEHHOM XONAMHIe - azoneai.ru



KapTa BHepgpeHus Ha 12 mecsaueB

m [dunarHocTtuka u 6biCTpble MUOTbI

— VIHBeHTapu3auma JaHHbIX Mo BCeM nowaakam: rae ectb SCADA, XypHarbl, Or1, apXuBbl
— Bbli6Op NMMNOTHON MNOLWAAKN MO FOTOBHOCTM AAHHbIX, @ HE MO 3HAYNMOCTM
— AyauT rotToBHoCTU MB, cornacoBaHune KaTeropuv o6bekta U MOaesnu yrpos

— 3anyck ofHoW 6bICTPOW GpYHKLMKU (06bIYHO KOHTpob CM3) - nepsble KPI

@ MacuwTabupoBaHue 1-2 cueHapueB

— TupaxupoBaHune GbICTPON GYHKLMM Ha Apyrue nioLliagku
— 3anyck Taxénoro nunoTta (NpeankTns unn RAG) Ha 3penon nnowanke
- QuKcauuma npouecca TMpaXxxmposaHus 1 WabnoHa BHeApeHNs

WHTerpauus ¢ U6 1 [OKyMeHTO06OpOTOM
- MopkntoyeHune Vib-aHanutukn (noru, SOC)
— WHTerpauma RAG / pokymeHTHOro noucka ¢ C9/ n apxmsammu

- HacTpowka xypHanupoBaHus 1 KOHTpoNsa ocTyna nog Tpe6oanusa KN

@ MpoMbILNEeHHas 3KCRNyaTaLus

- [NepeBog NMIOTOB B NOCTOAHHYHK 3KCnnyaTauuro
— PernameHTbl CONpPOBOXAEHUSA, MOHUTOPUHI KayecTBa Mogenen

- ﬂ,OpO)KHaﬂ KapTa Ha CJ'Ie,EI,yI-OLLI,VIVI rog no oCctaBWMMCA TOYKaM

C yero HayaTb: YeK-IUCT

[MpoBeCcTM MHBEHTapM3aLMIo faHHbIX NO BCEM nnowankam — 310 GyHOAMEHT Nporpammbl.
HasHaunTb BnagenbLa Kaxaoi Touku pocta (OTulMB, rnaBHbIM MHXeHep, MPOEKTHbIN opuc).
BbiGpaTb NMMAOTHYHO NAOLWAAKY MO FOTOBHOCTU AAHHbIX, @ HE MO 3HAYUMOCTH.

CTapToBaTb C GbICTPOro CLeHapus ans paHHen oTaaum (06blYHO KOHTponb CU3).
Moakntountb MIB ¢ NnepBoro gHs: Kateropms o6bekTa, MOAENb YIPo3, 3aKPbIThIN KOHTYP.
3adukcuposaTtb KPI oo cTapTa nunoTa, YTo6bl NOTOM fOKa3aTb aQheKT.

He nHpgekcupoBaTb cpasy BeCb apXmB U He 3anyckaTb BCe TOYKU OAHOBPEMEHHO.
3anoXuTb aKCMAyaTaumto, @ He TOIbKO NMUSIOT: COMPOBOXAEHMNE 1 NepeobyyeHne Moaenen.

MpoBepuTb cocTosIHME KopnycoB OOKYMEHTOB U pernamMeHToB 3apaHee.

O 00O0OO0O0O0OO0O0OOo

CornacoBaTb APXUTEKTYPY 3aKPbITOro KOHTYpPa 00 3aKYMNKK XXeneasa.

AZONE Al - 10 Touyek npumeHeHns N B NpOMbILLNEHHOM XONAMHIe - azoneai.ru



YacTble BOMpPOCHI

Kakue cueHapum 6bicTpee Bcero garot apdpekT?

KoHTponb CU3 1 TeXHWKM 6e30MacHOCTU: KaMepbl Ha noLaaKax o6bl4HO yXXe eCTb, 3QPeKT BUAEH NO XKYypHany
HapyLUEeHWI 3a Hefenu, PUCK BHeAPeHUs HU3KKIA. Tsxénble cueHapum (npeguktue, RAG) gatoT 60Mblini addekKT,
HO CTapTytoT gofbLue.

Mo>xHo nu BHegpsaTb MU Ha o6bekTax KUIN?

[a — B 3aKpbITOM KOHTYpe C CerMeHTaLuen ceTer, KOHTPOJIEM JOCTYNa U XypHanMpoBaHueM. KOHKpPeTHble
TpeboBaHWS U KaTeropmio 3HaYMMOCTN O6beKTa ONpedenstoT BMecTe ¢ NPoduibHbIMUY cneuumanuctamm no Vb n
CBepSAIOT C AENCTBYHOLWEN HOPMATUBHON 6a30M.

Y10 BbIGPATb NEPBbLIM NUIOTOM?

ToT cueHapui, oSt KOTOPOro YXXe eCcTb AaHHble, a He CaMblil aMOULMO3HbIA. [NaBHbIN KPUTEPUIN — FOTOBHOCTb
OaHHbIX 1 Hannune namepumoro KPI.

Kakue paHHble HY>XHbI?

3aBUCUT OT TOUKM: AN BUAEOAHANUTUKN — NOTOKM C Kamep; Ansa npeguktnea — tenemetpus SCADA,
BMGpOANArHoCTMKa, UCTopusa 0Tka3os; AN RAG — ynopsfoyYeHHbIn KOpryc C BEpCUSIMU 1M NpaBamMu JocTyna.
MepBbIN War NoYTn BCerga — ayauT TOro, 4To peasnibHo cobupaeTcs.

O6cyautb nporpammy U gns Bawero xonguHra

Ecnu Bbl XO0TUTe pa3obpaTb, KakuMe M3 3TUX HanpaBieHNn NPUMEHUMbI K Balwvm nnowagkam, AZONE Al
NPOBEOET SKCMpPecc-ANarHOCTUKY AAaHHbIX U MPEeLsIOXUT OPOXHYHO KapTy MUIOTOB B 3aKPbITOM
KOHTYpe.

CauTt: azoneai.ru - OTpacnb: azoneai.ru/industries/promyshlennost/

3anpoc: aKCcnpecc-AMarHoCTKa U apxXMTeKTypa NUIoTa Nog, Bally UHPPaCTPYKTYpy.
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